Qualitrac MFA Tip Sheet

Qualitrac Tip Sheet -
Multi-Factor Authentication (MFA) Quick Links

e | am an existing Quadlitrac
Overview user, how do | log in?

o Email Authentication

(Default)
o Set Up Authenticator App

Telligen launched Multi-Factor Authentication (MFA)
as a Qualitrac® client preference on March 31, 2025.

MFA is enabled for a client based on userrole. If you
are asked to authenticate with a secondary method,
your user role has been enabled with MFA.

o Set Up Phone
Authentication

. . ) e | am a new Qualitrac user.
The below tip sheet outlines the process for selecting how do | set up MFA2

your MFA method.

o Email Authentication

Existing Qualitrac Accounts o Authenlicalor App

o Phone Authentication

Including your password, a user must have at least two

verification methods for multi-factor authentication Request Assistance
(MFA). Existing Qualitrac users, by default, will
authenticate by email as their second method. You'll e e, [Eeeh Su 6 e
log in to your Qualitfrac account by providing a Qualitrac Support Service Desk
verification code retrieved from your email as well as or your Client Service

your username and password. Representative.

For questions and more

Email Authentication (Default)

To log in to Qualitrac and use email as the MFA
option, follow the steps below.
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Qualitrac MFA Tip Sheet

(1] Connecting to Qualitrac (2] Connecting to Qualitrac

Sign in with your account to access QT3_AWS_Stage_App Sign in with your account to access QT3_AWS_Stage_App

ﬁ-,Telligen“ ﬁ-,Telligen“

Get a verification email Verify with your email
® QualitracUserMFA1 ® QualitracUserMFA1
Send a verification email to I***t@telligen.com We sent an email to ***t@telligen.com. Click
by clicking on "Send me an email". the verification link in your email to continue or

enter the code below.

Send me an email Enter a verification code instead

1. Click the button ‘Send me an email.’

2. The next screen will inform you that an email has been sent to the email associated
with the Qualitrac account.

3. Navigate to your email account and find the “One-time verification code” email
from Telligen with both a “Sign In” link, which will authenticate directly through the
email, and a é-digit code that can be manually entered.

One-time verification code

Do Not Reply <donotreply@telligen.com>
To

Retention Policy Delete Email Older than 3 Years (3 years)

(&) if there are problems with how this message is displayed, dlick here to view it in a web browser.
ﬁsTelllgen

Please use the link or verification code listed below to finish signing into your
Qualitrac If you need assistance, contact your Qualitrac Customer Services
representative. For security purposes, do not share this code with anyone.

This link expires in 5 minutes.
Can't use the link? Enter a code instead: 003745

This is an automatically generated message by Okta. Replies are not monitored or answered

»  When the link “Sign In" is clicked in the email the user will be
authenticated and directed into the Qualitrac system.

» Alternatively, you can copy the é-digit code and navigate back to the
Qualitrac login screen to manually enter the code from the emaiil.
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Verify with your email

® QualitracUserMFA1

We sent an email to I***t@telligen.com. Click
the verification link in your email to continue or
enter the code below.

Enter Code

| |

= Note: If the email wasn't received, the login screen is set to display a
system message after a designated time has passed, which will allow
you to click “Send again” to send another authentication email.

Haven't received an email? Send
again

If desired, you may select another multi-factor authentication option on the ‘My Profile’
screen once you have logged in. Otherwise your steps set up MFA are complete.
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Set Up and Manage Additional Authentication Options

For users that have “MFA" enabled a tab for ‘Multi-Factor Authentication’ will be
available on the ‘My Profile’ screen. This is where you will manage and reset your

authentication options.

(Qualitrac © 6 A Q- I =E © ¥ O~
Dashboard My Profile
(= Log Out

Qualitrac ® o A Q- m =E @ ¥ O-

Dashboard / Task Queue / Edit User

Qualitrac Account| Multi-Factor Authentication

MFA Set Up
Security Method

Authenticator App (Most Secure)

Email

SMS

Details

Email Address: Igaunt@telligen.com

Reset All Security Methods

Enrollment

Not Set Up

Active

Not Set Up

Actions

Authenticator Application

When the ‘+ Enroll’ button is selected for “Authenticator App” the system will display a
screen (modal window) to scan the QR code.

Enroll Authentication Factor

Launch an Authentication app (Example: Google Authenticator or Microsoft
Authenticator), tap the icon to add and scan the QR code.

Scan QR Code

Can'tscan QR Code?

Next

Note: Using an optional authenticator app is the most secure method for MFA. You may
use the authenticator app of your choice (i.e., Google or Microsoft Authenticator). For
instructional purposes, the information below will use Google Authenticator as the

example.
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& The Google Authenticator app needs to be downloaded first for the QR
e code to be scanned. Ensure you are downloading the correct app.
Haled s Google Authenticator is a free download. No purchase is necessary. You

_

do not need to associate the app with a personal Gmail account.
To scan a QR code using Google Authenticator, you can:

1. Open the Google Authenticator app

Tap the plus [+] sign

Tap “Scan a QR" code (go to step 7 if you cannot scan the QR code)
Allow the app to access your camera

Point your phone's camera at the QR code

R I

Once you scan the QR code, you will see a é-digit rotating code on the Google
Authenticator app.

7. Click the link “Can’t Scan QR Code" to optionally receive a set up key to enter
manually into your authenticator app.

Enroll Authentication Factor

Launch an Authentication app (Example: Google Authenticatar or Microsoft
Authenticator), tap the icon to add and scan the QR code.

Scan QR Code

Can'tscan QR Code?

To set up manually, enter your username and then input the following Secret Key Field
in your authentication app.

5D2535CVMUMCZRR3

Next

8. Once the secret key is entered, you will see a 6-digit rotating code on the Google
Authenticator app.

9. Click ‘Next' on the Enroll Authentication Factor window.

10. On the Activation Security Method window enter the code displayed from the
application and click ‘Verify.’

Activation Security Method

Enter code displayed from application.

Enter Code *

11. The system will close the modal, display a success message and show the
“Authentication App” security method as enrolled. The ‘+Enroll’ button will change
to display a ‘Reset’ button.
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Qualitrac  stage

je / Edit User

® Success
Authentication App Security Method Successfully Activated

Quaitrac Account

MFA Set Up

Security Method Details Enroliment Actions

Authenticator App (Most Secure) Active

Email Email Address: Igaunt@telligen.com Active

SMS Not Set Up m

© Copyright 2025 Telligen, All Rights Reserved. Terms of Use. Privacy Palicy. Accessibility Policy.

Log In with Authenticator App

On the Qualitrac sign in, after entering your username and password the system will
either automatically display the default email authentication screen or a screen to
select either email or authenticator app.

Connecting to Qualitrac

Sign in with your account to access

Connecting to Qualitrac

Sign in with your account to access

ﬁ—‘TeI ligen

ﬂﬂ'I'el ligen®

Verify it's you with a security method

® QualitracUserMFA2

Get a verification email Select from the following options

® QualitracUserMFA2

Email
= I***{@telligen.com Select
Send a verification email to I***t@telligen.com
by clicking on "Send me an email".
s Google Authenticator Select

Send me an email

I Verify with something else I

Back to sign in

Back to sign in

1. When logging in to Qualitfrac and you have been enrolled in an authenticator app,
if the system displays the default email verification screen you can click on the link
“Verify with something else.” (go to step 2)

2. Tolog in to Qualitrac with the authenticator app, click ‘Select’ next to this option.

3. On the next screen, enter the 6-digit code sent to your authenticator app and click
the ‘Verify' button.
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Connecting to Qualitrac

Sign in with your account to access

ﬁjTel ligen"

Verify with Google Authenticator

@ QualitracUserMFA2
Enter the temporary code generated in your
Google Authenticator app

Enter code

Verify with something_else

Back to sign in

= Note: If you are unable to generate a code or use the authenticator
app. click the link “Verify with something else” to return to the list of
options and select the Email (default) to log in.

4. When you click ‘Verify' the system will validate the authentication code from the
app and direct you into the system.

Phone Authentication

Qualitrac offers two methods for phone authentication: SMS & Voice.

Short Message Service (SMS) —refers to standard text messaging that are sent using
cellular signal instead of internet connection. Selecting this option will send a code to
your phone via text message. Another option is to receive a voice call that, when
answered, will read the code out loud.

When the ‘+ Enroll’ button is selected for *Phone” the system will display a screen
(modal window) to enter your phone number.

Enroll Authentication Factor

Enter Phone Number *
Once activated, this number can receive a code via call or text.

(999) 999-9399

Enroll
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1. Enter your phone number and click ‘Enroll.’

2. The system will send a code via text message to the submitted phone number and
display a window to enter the code. Once the code is entered, click ‘Verify.’

Activation Security Method

A code was sent to your phone. Enter the code below to verify. Carrier messaging

charges may apply.

Enter Code *

Verify

3. The system will close the modal, display a success message and show the “Phone”
security method as enrolled. The ‘+Enroll’ button will change to display a ‘Reset’

button.

Qualitrac

e / Edit User

MFA Set Up
Security Method

Authenticator App (Most Secure)
Email

Phone

Details

Email Address:  sample-email@teligen.com

Phone Number: ~ 555-555-5555

© Copyright 2025 Telligen. All Rights Reserved. Terms of Use. Privacy Policy. Accessibility Policy.

@ Success
Phone Security Method Successfully Activated

Enrollment Actions
Not Set Up m
Active

Active m

Log In with Phone Authentication

On the Qualitrac sign in, after entering your username and password the system will

either automatically display the default email authentication screen or a screen to
select either email or by Phone.
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o Connecting to Qualitrac

Sign in with your account to access

ﬁ-'Tel ligen®

Connecting to Qualitrac

Sign in with your account to access QT3_AWS_Stage_App

ﬁ—WTEI ligen®

Verify it's you with a security method

® QualitracUserMFA3

Get a verification email Select from the following options

@ QualitracUserMFA2

Email
e I***t@telligen.com Select
Send a verification email to I***t@telligen.com
by clicking on "Send me an email". \. Bhigng
+1 XXXXXX-9288 Select

Back to sign in

I Verify with something else I

Back to sign in

1. When logging in to Qualitfrac and you have been enrolled in the Phone option for
MEFA, if the system displays the default email verification screen you can click on the
link *Verify with something else.” (go to step 2)

2. Tologin to Qualitrac by Phone, click ‘Select’ next to this option.

3. On the next screen, click ‘Receive a code via SMS’ to receive a code via a text
message, or click ‘Receive a voice call instead’ to receive a code spoken out loud
when answering a phone call.
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T

Telligen®

Verify with your phone
& lgaunt

Send a code via SMS to +1 XXX-XXX-9288.

Carrier messaging charges may apply

Receive a code via SMS

Receive a voice call instead

Verify with something_else

Back to sign in

4. The system will text a code to the enrolled phone number. On the next screen, enter
this code and click the ‘Verify' button.

#Tel ligen®

Verify with your phone

® QualitracUserMFA3

A code was sent to +1 XXX-XXX-9288. Enter
the code below to verify.

Carrier messaging charges may apply

Enter Code

| |

Verify with something_else

Back to sign in

= Note: If you are unable to receive a text message or insert the code,
click the link *Verify with something else” to return to the list of options
and select the Email (default) to log in.
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5. When you click ‘Verify' the system will validate the code and direct you into the
system.
Reset Security Methods

You have the option to reset your optional MFA authentication enroliment(s) by either
selecting to reset individually or all at one time.

Qualitrac Account Multi-Factor Authentication
MFA Set Up

Security Method Details Enroliment Actions

Authenticator App (Most Secure) Active

Email Email Address:  sample-email@teligen.com Active

Phone Phone Number: ~ 555-555-5555 Active

© Copyright 2025 Telligen. All Rights Reserved. Terms of Use. Privacy Policy. Accessibility Policy.

Once areset option is clicked, the system will remove the enrollment details, show a
success message and display the ‘+ Enroll’ button.

New Qualitrac Accounts

Newly registered users of Qualitrac will receive a registration email to activate their
account and set a password.

n Welcome to Telligen!

Your system administrator has created a user account for you.
Click the following link to activate your account:

Activate Account
This link expires in 7 days.
Your username is QualitracUserMFA1

If you experience difficulties accessing your account, you can send a help request to
the Telligen Help Desk at OktaSupport@telligen.com

This is an automatically generafed message from Okta. Replies are not menitored or answered.

1. Click “Activate Account” on the ‘Welcome to Telligen’ Qualitrac registration email.
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2. Users will be directed to the Qualitrac © hegen
Sign In screen to set up security N
methods. Click ‘Set Up’ to choose a (B, )
Password option. N 4

Set up password

@ QualitracUserMFA1

9 ‘)j_, Password requirements:
* Telligen'

« At least 8 characters

= Alowercase letter

« An uppercase letter

« A number

= A symbol

Set up security methods «» No parts of your username

« Password can't be the same as your last 10

(& QualitracUserMFA1 passwords
= At least 2 day(s) must have elapsed since
you last changed your password
Security methods help protect your
telligen_default account by ensuring only you Enter password
have access. | ©

Required now

Re-enter password
& Password P

- |

o

Return to authenticator list

Choose a password for your account

Set up

Back to sign in

Back to sign in

3. Enter the new password and re-enter the password to verify a match.

4. Click ‘Next’ to proceed. Once a password has been set, the user will be presented
with a screen to set up additional security methods for MFA.

5. Continue to "MFA Security Methods.”

MFA Security Methods

After entering your username and password, you will be presented with a screen to set
up additional security methods for MFA.
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#Telligen“
Navigation Tip
fetup security methods Clicking the ‘Continue’
® QualitracUserMFA1 button from this screen
selects the Email method for
Security methods help protect your authentication.

telligen_default account by ensuring only you
have access.

Optional

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.

Set up

\. Phone

Verify with a code sent to your phone

Setup

—

Back to sign in

1. Click ‘Continue’ to be directed to a screen to verify by Email.
-OR -

2. Click 'Set Up’ to select either “Google Authenticator” or *Phone™ options for
security.

3. Proceed to the associated section in this Tip Sheet to continue steps for the
authentication method selected.

= Jump to Email Authentication

= Jump to Authenticator Application

» Jump to Phone Authentication

Email Authentication

When the ‘Continue’ button is selected for “Email” the system will display a screen to
send verification to an email.
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(1) Connecting to Qualitrac (2] Connecting to Qualitrac

Sign in with your account to access QT3_AWS_Stage_App Sign in with your account to access QT3_AWS_Stage_App

ﬁ“TeIIigen“ ﬁﬂTeIIigen“

Get a verification email Verify with your email
(® QualitracUserMFA1 ® QualitracUserMFA1
Send a verification email to I***t@telligen.com We sent an email to 1***t@telligen.com. Click
by clicking on "Send me an email". the verification link in your email to continue or

enter the code below.

Send me an email Enter a verification code instead

Back to sign in Back to sign in

1. Click the button ‘Send me an email.’

2. The next screen will inform you that an email has been sent to the email associated
with the Qualitrac account.

3. Navigate to your email account and find the “One-time verification code” email
from Telligen with both a “Sign In” link, which will authenticate directly through the
email, and a é-digit code that can be manually entered.

One-time verification code

Do Not Reply <donotreply@telligen.com>
To

Retention Policy Delete Email Older than 3 Years (3 years)

(&) f there are problems with how this message is displayed, dlick here to view it in a web browser.
A
Telligen

Please use the link or verification code listed below to finish signing into your
Qualitrac account. If you need assistance, contact your Qualitrac Customer Services
representative. For security purposes, do not share this code with anyone.

This link expires in 5 minutes.
Can't use the link? Enter a code instead: 003745

This is an automatically generated message by Okia. Replies are not monitored or answered.

»  When the link “Sign In" is clicked in the email the user will be
authenticated and directed into the Qualitrac system.
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» Alternatively, you can copy the é-digit code and navigate back to the
Qualitrac login screen to manually enter the code from the email.

ﬁ-"I'el ligen'

Verify with your email

® QualitracUserMFA1

We sent an email to I***t@telligen.com. Click
the verification link in your email to continue or
enter the code below.

Enter Code

| |

Back to sign in

* Note: If the email wasn't received, the login screen is set to display a
system message after a designated time has passed, which will allow
you to click “Send again” to send another authentication email.

Haven't received an email? Send
again

Authenticator Application

When the ‘Set Up’ button is selected for "Google Authenticator” the system will display
a screen to scan the QR code.

Note: Using an optional authenticator app is the most secure method for MFA. You may
use the authenticator app of your choice (i.e., Google or Microsoft Authenticator). For
instructional purposes, the information below will use Google Authenticator as the

example.
& The Google Authenticator app needs to be downloaded first for the QR
ot o Tt code to be scanned. Ensure you are downloading the correct app.
—— Google Authenticator is a free download. No purchase is necessary. You

do not need to associate the app with a personal Gmail account.

To scan a QR code using Google Authenticator, you can:

1. Open the Google Authenticator app
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Tap the plus [+] sign
Tap “Scan a QR” code
Allow the app to access your camera

Point your phone's camera at the QR code

A e

Once you scan the QR code, you will see a 6-digit rotating code on the Google
Authenticator app.

#Tel ligen*

Set up Google Authenticator

@ QualitracUserMFA2

Scan QR code

Launch Google
Authenticator, tap the
"+"icon, then select
"Scan a QR code".

Can't scan?

7. Click ‘Next’ on the Set-up Google Authenticator window.

8. Enter the 6-digit code on your device in the “Enter code” field and then click
‘Verify.’
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Verify with Google Authenticator

® QualitracUserMFA2
Enter the temporary code generated in your
Google Authenticator app

Enter code

| |

9. Click ‘Continue’ to proceed into the Qualitrac system.

%Telligen”

Set up security methods

® QualitracUserMFA2

Security methods help protect your
telligen_default account by ensuring only you
have access.

Optional

\. Phone

Verify with a code sent to your phone

Set up

Back to sign in
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Phone Authentication

o Netger e “Pretiger

Set up security methods

® QualitracUserMFA1

Security methods help protect your

. : Set up phone authentication
telligen_default account by ensuring only you

have access. ® QualitracUserMFA4
Optianal Enter your phone number to receive a

* Google Authenticator verification code via SMS.

Enter a temporary code generated Country/region

from the Google Authenticator app.

United States v
Set up
Phone number

‘. Phone

Verify with a code sent to your phone *+1

Set up

Back to sign in

Receive a code via SMS

Return to authenticator list

Back to sign in

1. When registering your account, you can select “Phone” as an option from the
security methods screen. Click on the ‘Set Up' button under ‘Phone.’

2. On the next screen, enter your phone number and click ‘Receive a code via SMS’
to receive a code via a text message, or click ‘Receive a voice call instead’ to
receive a code spoken out loud when answering a phone call.

=  SMS: Short Message Service —refers to standard text messaging that
are sent using cellular signal instead of internet connection. Selecting
this option will send a code to your phone via text message.

3. An authentication code will be sent to the phone number submitted.

4. The system will display a screen to insert the code.
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Set up phone authentication Set up phone authentication
® QualitracUserMFA3 ® QualitracUserMFA3
Haven't received an SMS? Send A code was sent to your phone. Enter the code
again below to verify.
Carrier messaging charges may apply

A code was sent to your phone. Enter the code Enter Code
below to verify.
Carrier messaging charges may apply ’ ‘

Enter Code

’ }
Re}ur” ) au{henﬁcator hSt
Back to sign in

5. The system will display a message “Haven't received a SMS2” with a link to “Send
again” if the code was not received.

6. Once the code is received, enter this code and click ‘Verify.’

7. The next screen will display the option to set up another security method for MFA.

ﬁ-’Telliger'l“

Set up security methods

® QualitracUserMFA3

Security methods help protect your
telligen_default account by ensuring only you
have access.

Optional

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.

Set up

8. Click '‘Continue’ to proceed into the Qualitrac system.
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